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The evolving nature of cyber risk means that it is
particularly challenging for insurers to develop a
consistent risk profile for cyber insurance. An insurer
needs to identify, quantify and manage their cyber
exposures while balancing these exposures with
customer needs and the availability of cyber controls in
the marketplace.
For businesses seeking to mitigate their cyber risk
through insurance, this means positively presenting their
risk to underwriters by evidencing the necessary cyber
protection and protocols they have in place. The greater
your cybersecurity controls, the more likely an insurer
would be willing to take on your risk.

RED
Minimum standard
of security required
for underwriters

THE CYBERSECURITY CONTROLS TRAFFIC LIGHT SYSTEM
The table below is a summary of what underwriters will
typically be looking for when presented with evidence
of your organization’s cybersecurity measures—starting
with the minimum basic guidelines and working up to
‘best-in-class’ levels of risk management.
Further details for each section of the table can be found
on the following page.
Please note that not all insurer guidelines are the same.
What may be acceptable for some, may not be acceptable for
others. The information below is intended merely as a guide
to facilitate improved information security conversations.

• Multifactor authentication (MFA) for employee email
• MFA for remote access
• MFA for privileged accounts/privileged access
• Offsite (preferably offline) backups of critical data.
• Deploy an endpoint detection and response (EDR) solution on all managed endpoints (Underwriter
requirements for EDR solutions depends largely on the insured’s revenue)
• Create an audited written plan for patching critical software and hardware
• Employee cybersecurity training, including phishing simulations

AMBER
Requirements over
and above red—

• Strong email filtering tools
• Privileged access account security measures
• End-of-life (EOL)/unsupported software and hardware segregated from the network, with plans to
decommission in a timely fashion (This can be classified as “Red” for some underwriters)

more attractive

• Cyber-incident disaster recovery/incident response plan, and segmentation of your computer network
by operational function, data classification and operational risk

to underwriters

• Local domain control turned off on all owned managed endpoints

GREEN

• Password management

Requirements over

• Detailed asset footprint of particular service accounts with domain credentials, services
and monitoring

and above amber—

• Security information and event monitoring (SIEM) tool

most attractive to
underwriters

• Data loss prevention (DLP) tool
• Follow an information security framework
• Maintain a 24/7 Security Operations Center (SOC) internally or externally

Expanding on the table in the previous page, below is a more detailed list of the cybersecurity controls underwriters look for
when assessing an organization’s cyber risk. By implementing these measures, an organization can regard cyber insurance as a
security-led solution, rather than a reactive decision.

RED—Minimum standard of security required for underwriters
Failure to implement will likely prevent you from being able to secure cyber insurance coverage.
•
•
•
•

Multifactor authentication (MFA) for employee email (i.e., access to email on a non-owned/managed device)
MFA for remote access (e.g., virtual private network (VPN), remote desktop protocol (RDP))
MFA for privileged accounts/privileged access (e.g., domain admins, system admin)
Offsite (preferably offline) backups of critical data; encrypted, cadence—less than seven days for critical,
30 days minimum, and tested at minimum once a year
• Deploy an endpoint detection and response (EDR) solution on all managed endpoints
• Create an audited written plan for patching critical software and hardware, and a demonstrated capacity to apply critical security
patches immediately, particularly in response to high-profile zero-day exploits (Microsoft Exchange, Kaseya, Accellion, etc.)
• Employee cybersecurity training, including phishing simulations

AMBER—Requirements over and above red—more attractive to underwriters
Failure to implement may prevent you from being able to secure cyber insurance coverage (e.g., limits), particularly from more stringent
insurers. The larger the risk (businesses with more than $50 million in annual revenues), the more likely these ambers will turn to red.
• Employee cybersecurity training, including any phishing simulations that track performance
• Strong email filtering tools that block malicious attachments, suspicious file types, and executables. Additionally, tools that can run
suspicious attachments in an isolated environment or sandbox
• Ability to articulate privileged access account security measures and/or an integrated privileged access management (PAM) tool;
domain/service account restrictions across the environment and separate from day-to-day accounts
• EOL/unsupported software and hardware segregated from the network, with plans to decommission in a timely fashion
• Disaster recovery/incident response plan in place in the event of a cyber-incident, tested and updated yearly with key stakeholders;
segmentation of your computer network by operational function, data classification and operational risk
• Local domain control turned off on all owned managed endpoints

GREEN—Requirements over and above amber—most attractive to underwriters
May help you secure more competitive pricing and coverage. Meeting all criteria would see you viewed as best-in-class within your risk
profile segment by insurers.
• Local domain control turned off on all owned/managed endpoints
• Password management (preferably through a vault or randomizer with limited access and check-in/checkout)
• Provide detailed asset footprint of particular service accounts with domain credentials, the services they provide, and how they are
monitored throughout and between trees/forests
• Invest in a SIEM tool. Combining security information management (SIM) and security event management (SEM), security information
and event management (SIEM) offers real-time monitoring and analysis of events as well as tracking and logging of security data for
compliance or auditing purposes.
• Invest in a DLP tool to detect and prevent data breaches
• Follow information security framework (i.e. ISO/IEC 27001, NIST SP 800-53 and 800-171, CSF, CIS Controls, HITRUST
and COBIT)
• Maintain a 24/7 Security Operations Center (SOC) internally or externally. A SOC is responsible for identifying and responding to
cybersecurity incidents within the network. Having a SOC that is restricted only to business hours is not enough as cyber attacks can
occur outside of standard working hours for many reasons.
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