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01. INTRODUCTION
The COVID-19 pandemic
has so far directly affected
almost 4 billion people through
quarantine and lockdown, and
given rise to a crisis in both
governance and economics.

The speed with which societies are having

It’s also important to unpick and analyse

to adapt also means it’s important to

how terrorists and other threat groups are

understand that the world will almost

exploiting the COVID-19 pandemic. Thus

certainly not look like it did after most states

far, there is little evidence to suggest that

have come out of quarantine: it’s entirely

organisations are seeking to use COVID-19

possible that this single event, an individual

as a biological weapon, but rather to ramp

virus transmission from an animal to a

up operations, exploit vacuums left by the

human somewhere in central China, will

reassignment of government resources,

The security situation that
we left when lockdown began
won’t be the same one we’ll
come back to.

define the 2020s. It’s then critical that we

and even use the solitude of quarantine

start assessing what this new world might

as a platform to recruit. Self-radicalised

look like, and begin to make educated

individuals have, however, begun discussing

analysis of how the situation may evolve as

how to weaponise the virus.

So far, the COVID-19 crisis has touched

We’ve initially begun arguing that the crisis

2010s led to the Syrian Civil War, attacks

more lives than the World Wars of the early

will expand the footprint and intensity of

in Paris, London, Manchester, and Berlin,

20th century - in fact, there are more people

civil unrest once quarantines and lockdowns

refugee flows into Europe, and - perhaps

under lockdown as this report is written than

are lifted, potentially spreading like a

indirectly - a resurgence of populist politics

were even alive during the period between

contagion across borders. We’ve looked to

in the West, the COVID-19 crisis will

1914 and 1945. The scale of the challenge

the Great Recession of 2008 to analyse how

leave its own mark. Predicting the future

is different from war, different from famine -

vulnerable the United Kingdom and North

is difficult, but we’ve attempted to look to

but almost completely unprecedented.

America might be to this sudden increase.

the past to learn how similar crises have

We’ve also attempted to make assertions

played out - and outline what this means

about what the crisis might to do crime

for businesses, particularly in the United

trends, particularly for robbery, extortion,

Kingdom and United States.

a result.

Just as the Arab Spring protests of the early

homicide and fraud.

All information has been provided by AnotherDay, a strategic defence and security consultancy.
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02. H OW WILL COVID-19 AFFECT KEY PERILS?
Throughout this report, we’ve focussed on analysing and quantifying
some of the tectonic changes which could be brought about by
COVID-19: as with any societal level change, we’ll see both positive
and negative changes in the risk environment. We’ve summarised
how COVID-19 could affect key perils based on the findings
of this report.

Peril

Risk impact

Justification
The inevitable economic downturn over a period of at least

Assault

two years has historically led to increases in violent crime.
 Page

Civil commotion

A suppression of protests during quarantine, coupled with
the impacts of higher unemployment, increases activism.
 Page

Extortion

15.

8.

COVID-19 extortion attempts have already begun, and
could expand if reduction in policing emboldens organised
crime.  Page 16.

Employee dishonesty

Increased financial desperation, coupled with weaker
compliance controls for remote working, will contribute to
fraud.  Page 16.

Terrorism

Threat

Potential economic collapses in the developing world
could exacerbate radicalisation in the West.  Page 20.

Economic contractions usually expand black markets,
increasing gang activity and threats to legitimate businesses.
 Page

Cyber extortion

Hostage taking

If forms of social distancing continue, organised criminal
groups will be forced online to obtain funds.  Page 16.

If violent crime increases in economic downturns, we can
expect higher ‘accidental’ hostage taking during offences.
 Page

Kidnap

Disappearance

15.

15.

Although more numerous kidnaps are possible by organised
crime groups, it’s unclear if this is likely to be the case.

As most disappearances are connected to individual
personal circumstances, this may not be connected to
COVID-19.
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Peril

Risk impact

Justification
State detentions usually occur overseas, and with a

Detention

reduction in travel in the medium term this risk will
likely improve.

Stalking

Sabotage

As most stalkings are connected to individual personal
circumstances, this may not be connected to COVID-19.

Increased organised criminal involvement in legitimate
markets (known as ‘grey’ business) exacerbates sabotage
risk.  Page 15.

Product tamper

Layoffs and labour force changes are likely to create
disgruntled staff members more regularly, leading to
tampering.  Page 10.

Emergency repatriation

Vicious attack

In the medium term, less travel is likely to reduce the
number and extent of emergency repatriation operations.

Individual violent crimes increase significantly during
economic downturns, as they usually have an economic
motivation.  Page 15.

Radicalisation

Terrorist groups assert that quarantine and social distancing
measures are increasing radicalisation opportunities.
 Page

Hijack

Deprivation

Blackmail

20.

Reduced flights and air travel will reduce the attractiveness
of hijack as a method for gaining political traction.

As deprivation is the result of other perils, it’s not possible
to assess whether this will increase or decrease alone.

Dire financial straits could cause otherwise law-abiding
individuals to consider blackmail or other types of fraud
and extortion.  Page 16.

All information has been provided by AnotherDay, a strategic defence and security consultancy.
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03. C IVIL UNREST

2019 Global civil

The map above shows countries affected by unrest in 2019 - including Chile, Bolivia, Venezuela, Nigeria, Portugal, the UK,

unrest hotspots

France, Sudan, Zimbabwe, Lebanon, Iraq, Serbia, Kazakhstan, India and Hong Kong.

Introduction

The UN Secretary General, Antonio Guterres, has made similar

To many, 2019 was the year of societal unrest. Small policy changes

COVID-19 “had the potential to increase social unrest and violence,”

by governments across the developed and developing world - charging
for online calls in Lebanon, raising ticket prices for the metro in
Chile - ignited long-running protests, riots, and clashes with security
forces usually led by the young, educated, and disaffected.
The COVID-19 pandemic has put the brakes on almost all of these
movements - for the time being. We’ll outline in this section how
we think the current crisis will provide a temporary reprieve from
civil unrest in the short term, before this is unleashed once again
with a vengeance as lockdowns are either lifted or prolonged. We
also discuss how, based on previous experience and evidence, this
unrest could become a new contagion - spreading across national
borders (including, as in 2019, across the West) and playing on shared
experiences which are now familiar to the young in most countries:
quarantine, unemployment, and mistrust of authority.

warnings. Addressing the Security Council, he asserted that
and would greatly undermine the world’s ability to combat the
disease. “This is the fight of a generation and the raison d’etre of the
United Nations itself.”
Both of these warnings are unprecedented in peacetime.
International economic organisations, like the World Bank and IMF,
and national governments are extremely concerned that prolonged
lockdown - combined with an economic downturn so serious that it
could contract markets by up to a third - could potentially undermine
the social contract across both the developed and developing world.

A temporary reprieve
Initially, individual lockdown and quarantine measures put in place by
national governments seem to be suppressing the fire of protest which
burned throughout 2019. Paris, for the first time in almost a year, is

Warnings by the UN and IMF

not seeing weekly demonstrations and clashes with the police which

The International Monetary Fund, a cornerstone of the global

demonstrators in Chile have publicly stated that the COVID-19 is

banking system and guarantor of significant public sector debt,
sounded the alarm for the potential for widespread unrest as a result
of COVID-19 in their April 2020 Fiscal Monitor publication. They
stated that “countries could be vulnerable to new waves of social
unrest, for example, if support measures are seen as insufficient to
mitigate the COVID-19 crisis and its economic fallout, or as unfair by
favouring the wealthy, or when those measures are later withdrawn.”

characterised the struggle with Yellow Jacket groups. Left-leaning
“just what the government needed” to justify the suspension of the
right to protest.
Activist groups in most countries affected by unrest in 2019 accept
that to continue their demonstrations would be irresponsible, and
would risk alienating the broader population that they rely on for
support. It’s unclear if this point of view will last forever. In Latin
America, 15 nations were due to hold contentious elections in some
form in 2020: already, 12 of these have been suspended or postponed
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All information has been provided by AnotherDay, a strategic defence and security consultancy.

to help combat COVID-19. Elections can act as a ‘pressure release

A number of social studies experts have asserted that, most of

valve’ for protest movements and communal tensions, resulting in

the time, communities respond to crises by coming together and

a more stable political environment or cementing dialogue which

expressing mutual support: ‘blitz spirit’ as this was known during the

can bring all parties to the negotiating table. Even though their

Second World War. Current evidence, however, suggests that this may

postponement has been broadly accepted, it’s unclear how long this

have a time limit. Tensions are reportedly increasing in Italy’s poorest

unspoken treaty will last.

regions, especially in the south, following months of lockdown.

The current phase of the pandemic has also had temporary benefits
for repressive and corrupt regimes. Protests which have rocked Iraq
and, according to some observers, led to the deaths of thousands of
young Iraqis, have come to an abrupt halt. The effort by supporters
of Juan Guaido in Venezuela to unseat President Nicolas Maduro is
no longer tenable, both due to the government’s own restrictions and
Guaido’s decision to halt his rallies in light of the current threat to
public health.
Although Africa is early in its outbreak, quarantines and lockdowns
may have the opposite effect. In Zimbabwe, individuals are beginning
to take to the streets to protest against the government’s national
quarantine: they state that due to the country’s crumbling economy,
they would be more likely to die of starvation than of COVID-19
if they were forced not to work. This is not the first time we would
have seen an epidemic trigger widespread tensions and unrest on the
continent, as in 2014 the Ebola outbreak led to significant instances
of disobedience: the most infamous example was in the Liberian
capital of Monrovia, when around 70,000 residents of the West Point
neighbourhood woke up to find themselves barricaded in by security
forces to prevent the spread of the virus and responded with rioting.
This temporary relief from broad-based unrest is also reliant on an
economic equivalent of the ‘Phoney War’: although governments in
most countries have warned that tough times are ahead, it’s too early
for most families to have felt the direct effect of the largest economic
contraction since the Great Depression of the 1930s. As time passes,
it’s becoming clear that many will not have jobs to come back to.
Entire industries may no longer be viable, and frustration with
the slow pace of fiscal stimulus packages may lead some to decide
that their share of the benefit pie will never arrive. It’s at this point
where we’ll likely see a transition into a new phase - one of
greater instability.

Publications such as the Guardian and the Times of London have
identified that as the poorest begin to run out of food and money,
there are very few options left but to consider taking to the streets.
This is particularly the case where individuals work on the so-called
‘black’ market, without a contract and without paying tax and social
security, and so are out of reach of most stimulus programmes.
Police have begun investigating Facebook groups such as “National
Revolution”, which call on the public to begin looting stores and
stealing from supermarkets as a form of protest.
We’ve also seen individual incidents igniting additional tensions with
communities, usually involving the Police enforcing lockdown in a
heavy-handed way. Local police in the Basque country of Spain,
the Ertzaintza, were filmed in the street stopping a young man and
his mother - both originally from Morocco - and beating the former
with a truncheon when he refused to provide a valid reason for being
outside during quarantine. The video was posted to social media, and
caused significant outrage among Basques who have historically had a
poor view of policing funded and organised by the Spanish state. An
incident in Brussels on 11 April, where a male ran a police checkpoint
enforcing lockdown and was subsequently killed in a car crash during
a police chase, had a similar effect on community tensions in Belgium.
Disagreements over the efficacy and legality of quarantine, fuelled
by online conspiracy theories about the nature and origin of the
COVID-19, are also leading to incidents of civil disobedience: this is
particularly the case in the United States and the United Kingdom.
Idaho rancher Ammon Bundy, mostly known for previously
instigating an armed standoff with the FBI over land rights in
Oregon in 2016, led an Easter Sunday service for 30 people - many
armed - holding placards calling on people to “Defy Martial Law!”.
Demonstrations at state capitols against lockdowns has also occurred
in Raleigh, North Carolina, and Lansing, Michigan. The latter
included around 30 individuals taking position on the steps of the

COVID-19 as a trigger for unrest

state capital building armed with semi-automatic assault rifles and

This reduction in the ‘space’ for unrest and demonstration, as we’ve

group called ReopenNC, which currently has over 30,000 members.

stated, is likely to be temporary: we’re already seeing COVID-19 as a
trigger for isolated unrest and demonstration, including in the West.
Jacob Wallenberg, the Swedish industrialist best known for being the
a shareholder of some of Sweden’s largest firms (including Ericsson,
ABB, and SAS) recently expressed his alarm at the current state of
the global economy. “There will be no recovery. There will be social
unrest. There will be violence. Citizens will suffer dramatically - some
will die, others will feel awful.”

body armour. The protest in Raleigh was organised by a Facebook

In the UK, online conspiracy theories about a connection between
COVID-19 and the roll-out of the 5G network has led to arson
attacks against dozens of base station towers (including one providing
connectivity to the NHS Nightingale hospital in Birmingham).
Telecommunications companies have also stated that their
maintenance crews are being verbally and physically assaulted in the
street, leading to individual engineers logging onto Facebook groups
to post their logos and vans asserting that they have nothing to do
with 5G and pleading not to be attacked.

All information has been provided by AnotherDay, a strategic defence and security consultancy.

9

Considering that current social distancing measures may be in place,

Foreign Policy. “The end of the COVID-19 crisis could be followed by a

to a lesser or greater extent, for up to 2 years it’s concerning that

series of economic collapses across the developing world,” which in turn

such unrest is beginning to occur so quickly. This suggests that even

will likely significantly reduce the ability for governments to subsidise

in stable, developed countries COVID-19 has the potential to lead

fuel and food for their increasingly unemployed populations. Similar

to significant unrest - particularly as economic contraction begins

pressures led to the Arab Spring conflicts of the early 2010s.

to bite. A young workforce out of work, with little direct access to
fiscal stimulus, who are bombarded with confused and conspiratorial
messaging about both the virus itself and their government’s response
are likely to express their frustrations in increasingly disruptive and
violent ways.

Unrest as a new contagion
If COVID-19, and its subsequent economic effects, acts as a trigger
for increasing unrest and civil disobedience we’re likely to face this
spreading as a new contagion across borders. The warning sounded
by the International Monetary Fund alluded to this directly in April
2020: “Protests often occur in waves, signaling a potential contagion
effect, including across borders. Examples include the Arab Spring in
the early 2010s and in Latin America in 2019.” They further asserted

‘Gerontocracies’, states run by a small and ageing political elite,
are particularly at risk. Iran suffered one of the initial, and worst,
COVID-19 outbreaks: reports from inside the country suggest that
the virus has killed a number of senior military and political leaders,
including the chief advisor to Ayatollah Khamenei. Other nations
across the Middle East and North Africa fall into this category, as well as
large economies like Nigeria and even India.
The death of a significant political, military, or civil leader in these
nations can cause a dangerous power vacuum potentially leading
to internal conflict and civil strife. In Burkina Faso, a nation already
struggling with an insurgency of its own, the ministers of foreign affairs,
the interior, education and mines have all already tested positive for
COVID-19.

that although national protest movements usually have a very unique

Western democracies are not immune to the effects of these events in

motivator, “the triggers for protests are often related to specific types of

the developing world. Conflicts in one country can lead to unrest and

economic policy measures that have commonalities across countries.”

‘sympathy’ attacks in another, as demonstrated by the rise of the Islamic

A key contributor to this effect will be how the pandemic affects the
developing world. The rise of Islamic State in Europe, and before that
Al Qaeda, has demonstrated how the stability of Western democracies
is closely linked to the stability of a country’s near neighbourhood.
Professor Nic Cheeseman, a Professor of Democracy at the University
of Birmingham, expressed this clearly in a recent opinion piece for
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State following the Arab Spring protests, and can cause destabilising
refugee flows. In the late 2010s, these refugee flows led to a significant
rise in far-right activity - leading to protests and counterprotests which
have continued in cities like Paris to this day. This destabilisation also
needs to be seen in the context of unemployment and frustration in a
post-COVID-19 West.

All information has been provided by AnotherDay, a strategic defence and security consultancy.

Civil commotion in the UK and North America
TORONTO UNREST
June 2010

BELFAST ANTI-POLICE
RIOTS
July 2011

MONTREAL NORD RIOTS
August 2008
VANCOUVER
OLYMPIC RIOTS

UNREST ACROSS
ENGLISH CITIES
August 2011

TIMES SQUARE RIOT
April 2010

February 2010
OAKLAND RIOTS
July 2010

PITTSBURGH G20 UNREST
September 2009

BUNDY STANDOFF

BIRMINGHAM RIOTS
August 2009

TUITION FEE RIOT,
LONDON
November 2010

May 2014
FERGUSON UNREST
August 2014

Post-2008

Unrest hotspots in North America and the United Kingdom in the years immediately following the Great Recession of 2009,

recession unrest

in this case, up until 2014.

Assuming, after a temporary reduction due to quarantine and

Based on this data, we’re likely to see more intense social unrest

lockdown, there is a significant spread in unrest and civil disobedience

than in the aftermath of the Great Recession if the link between

across borders linked to a reduction in economic activity - would

economic downturns and civil instability holds. This is particularly

North America and the United Kingdom be immune? History

true when factoring in additional flashpoints between the police and

suggests not.

communities due to quarantines and lockdown, refugee flows from
developing nations suffering from significant economic default, and

The US, Canada, and UK all suffered from areas of unrest following

protests triggered by perceived breaches of human rights in new

the Great Recession in 2008. The advent of social media, enabling

conflicts arising out of the power vacuums left by ageing political

activists to form large decentralised protest groups made up of

elites suffering from the virus.

the disaffected, led to the creation of protest ‘brands’ that are now
household names - the Occupy movement, the Tea Party movement,

Clearly, this is - if not the worst case - a very serious scenario and

and anti-austerity groups like UK Uncut. These protests were a direct

other futures are possible. The critical question is whether this future

result of both the economic contraction suffered across the West,

seems plausible given our previous experiences, and whether the

as well as the perceived ‘botched’ fiscal stimulus packages directed

current societal and economic picture is worse than where we have

mainly at the banking sector. We can compare the economic impact

seen such unrest in the past. We feel that the answer to both of these

of the Great Recession in 2008 to what may be expected following

questions currently seems to be yes.

COVID-19 (shown below).

2008/2009
United Kingdom
unemployment

8.1% at the peak

COVID-19
10.1% in the OBR
forecast
2008/2009

United States
unemployment

COVID-19

All information has been provided by AnotherDay, a strategic defence and security consultancy.

21% in worst case
forecasts

10% at the peak

15% is the current estimated
unemployment rate as of
April 2020, and rising
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04. EFFECT ON CRIMINALITY
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NYC moves

The graph shows the results of all twitter activity in the last 12 months for ‘NYPD’ in New York City - the marked spike

into lockdown

demonstrates a significant increase in police resources on the streets at the start of the lockdown.
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Apr
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NYC anxiety

This graph too uses all twitter chatter in the last year relating to ‘looting’ within New York City - the marked spike shows the

about looting

recent level of anxiety about an increase in criminality, despite few or no incidents.

There’s been extensive research on the link between economic

vehicles are no longer moving. Burglary of empty commercial areas,

downturns and a change in the rate of criminality - but less on

likely still full of stock and valuable equipment but with no workers,

the impact of a global pandemic. Since the 1970s, the beginning

become a very tempting target. In Spain, the Guardia Civil police

of modern criminology, it’s generally become accepted that a 1%

force has reported that they are commonly stopping vehicles to find

increase in unemployment should produce as much as a 2% increase

them full of hardware used to break into warehouses, stores, and

in property-crime rates. Other studies have identified a similar pattern

other premises.

for robbery and even homicide. This held true until the 2008 financial
crisis, where the trend completely disappeared. So what happened?

The most significant increase, though, is most clearly seen in murder.
This data comes from one full week of New York lockdown, and

In this section, we’ll dive into some of the factors that will increase

as such we need to treat it with caution - it’s possible that this is a

rates of crime for specific types of high-impact offences and suggest

statistical outlier. But there are other influences at work. Individuals

that the break in the relationship between unemployment and

sheltering in place, particularly women, are more exposed to

crime which we saw after 2008 was temporary. We’ll outline how

domestic violence and pressures within the home than if they were

the lockdown is changing the nature of crimes committed against

out or at work: in the most extreme cases, this leads to domestic

businesses, and explain that we’ll start to see increases in crimes

homicides (usually by a husband or boyfriend). Equally a number

following a lag of between four to 12 months - putting pressure on

of commentators, including the Policy Exchange think tank in the

increasingly stretched police forces.

United Kingdom, have noted that lockdowns make it extremely

The initial phase - a decrease in (most) crime

difficult to maintain drug supply chains - meaning that there is a
strong increase in price for drugs that are available. These high prices

New York City has become the global epicentre of the outbreak,

result in exacerbated turf wars between existing gangs, pushing up the

outpacing even Italy and China. Mayor de Blasio instituted a

murder rate (see graph on p13).

lockdown on March 22, and the figures on the next page are crime
statistics from the most recent week. Evidently, many crimes are down
by between 30 and 50% - but not all. Murder, burglary, and auto theft
are all up significantly - statistical flags for the number of shooting
victims and shooting incidents have also increased marginally. In a
quarantine, some of these are easy to explain. In urban areas it’s not
always easy to park your car in a garage - or even near your home:
grand larceny auto (car theft) becomes much easier when most
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All information has been provided by AnotherDay, a strategic defence and security consultancy.
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NYC post-

The data above represents crime data from the week of 6 April to 12 April, 2020, during the lockdown in New York City

lockdown crime

(courtesy of the Compstat 2.0 system) - although most crime is down, there are significant exceptions.

For most crimes we’re lucky that lockdown leads to decreases across

anxiety and fear making some more vulnerable to being defrauded.

the board. This is likely to continue, even in a weaker form, until

Working from home has also led to an erosion in the ability for firms

such quarantines are lifted. This broad-based decrease is down

to enforce controls that would be present in office settings, such as

to the reduction in both the motivation to commit crime and the

firewalls, traffic monitoring, CCTV, and line manager oversight.

opportunity afforded to potential perpetrators: it’s much harder to rob

Outside of the normal work setting, many feel more comfortable

someone when nobody is in the street, or drunkenly assault a patron

exploring potential ways to defraud their employer.

of a bar when everywhere is closed.
This story is playing out across the developed world - most national
capitals have reported significant drops in most crimes. There is,

But what about after the lockdown is over - what will happen
to crime rates post COVID-19?

though, an increase in crime which isn’t clearly shown in the New

What remains after lockdown ends

York City data. “Fraud linked to the current pandemic is likely highly

It’s clear that the lockdown has had an immediate - and temporary -

profitable for the criminals involved and they will attempt to capitalise

effect on crimes, leading to an increase for some and a decrease for

on the anxieties and fears of victims throughout this crisis period,”

others. Like any business, criminality has had to immediately respond

Europol has warned in its most recent report, ‘Pandemic profiteering’.

to vast changes in how we go about our lives. After social distancing

Police forces across the European Union have reported scams

measures end, criminality will be effected and shaped by something

focussing on the purchase of personal protective equipment (like face

which is much longer lasting - economic distress, unemployment,

masks), as well as luring the vulnerable into investing in fake stocks

and lack of access to fiscal stimulus or other benefits. Although we

that would ‘benefit’ from the pandemic.

can’t foresee how a major pandemic will affect crime (data on crime

Europol has outlined that there are some key drivers for this

was almost non-existent during the Spanish Flu of 1918), we can

immediate leap in fraud: the reliance on digital forms of
communication by teleworkers, increased desperation by those who
feel they may lose their job (or have already lost it), and increased

All information has been provided by AnotherDay, a strategic defence and security consultancy.

look to the past to understand how recessions and depressions have
changed the level of offending or the nature of that offending. This is
particularly true for the United Kingdom and North America.
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Robbery

“declining economic conditions do not lead to higher overall crime

The clearest relationship between crime and unemployment can

crime levels.” He went on to state that, interestingly, increased retail

usually be seen in robbery. The graph on the next page shows the
robbery rate per 100,000 inhabitants compared to the unemployment
rate in Canada between 1962 and 2008: both graphs generally match
fairly well. This is fairly intuitive. As the options for an individual
to obtain legal, honest work fall they are far more likely to commit
robbery (the definition of which includes the threat of violence
against another person) to obtain money to live, support a family, or
support a vice - like gambling or drugs.
A United Nations Office of Drugs and Crime (UNODC) study
identified similar connections in 15 sample countries. They asserted
that, “Violent property crime types such as robbery appeared most
affected during times of crisis, with up to two-fold increases in some
contexts during a period of economic stress.” The connection was
so strong that the UNODC study panel utilised this data to forecast
crime changes in a three month time horizon, stating that the
accuracy of the forecasts was high enough to be ‘useful’ for deploying
police resources.

or property crime levels, yet they do have significant effects on violent
employment (at lower wages) after a financial crisis is a good predictor
of an increase in violent crime. The recent push for the formerly
unemployed to take up retail work to support COVID-19 response
may have just such an impact.
In some developing nations, we’ve already seen this playing out - and
the fear of robbery contributing to vigilantism and civil disobedience,
fueled by disinformation being spread by social media. On 15 April
2020, a gang war in the Nigerian state of Ogun - north of Lagos - led
to the arrest of over 150 gang members. Hundreds more fled to the
south into Lagos’ suburbs and hinterlands causing widespread unrest,
and apparently a deliberate disinformation campaign by the gangs
to generate additional panic making it easier for them to rob locals.
Abimbola Oyeyemi, police spokesperson for Ogun state, explained
that they had received over 300 calls reporting robberies in one day all of which were fake. “They know it is difficult to rob an organised
community, so they [gang members] want to disorganise and panic
residents beforehand,” Oyeyemi said. The campaign led to vigilante

A similar study done by John Kurtz at New York University focussed

groups organising in a number of local communities, as well as

on this link after the Great Recession in 2008, and summarised that

significant unrest.
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Homicide and threat to life

acquisitive crime.” Rosenfeld goes on to say that there is “a significant

The link between crime and unemployment extends beyond robbery.

create black markets, and as disagreements between parties in such

The same UNODC study reported that the correlation between
crime and economic indicators fits well for robbery, “however, in
some contexts, increases in homicide and motor vehicle theft were
also observed. These findings are consistent with criminal motivation
theory, which suggests that economic stress may increase the
incentive for individuals to engage in illicit behaviours.” Studies by
criminologists Janet Lauritsen & Karen Heimer in 2008 and Richard
Rosenfeld in 2009 suggest a similar rise in homicides. In Detroit,
murder has spiked more than 50% and nonfatal shootings 33% over
two weeks from March 15 to April 1, 2020.
Richard Rosenfeld’s study in 2009 outlined a clear theory: economic
downturns create underground markets, usually for stolen goods, as a
result of ‘acquisitive’ crime (such as robbery, burglary, and fraud).
He assesses that the data implies “that rates of violence should
increase with expansions in underground markets and that changing

effect of acquisitive crime on homicide.” In sum, economic downturns
markets can’t be dealt with through legal means, homicide goes up.
In a COVID-19 context, we’re already beginning to see how this
could play out. A source within Digos, Italy’s anti-terrorism and
anti-mafia police force, warned news agencies that increasing
unemployment and desperation in Italy’s poorer south was creating
a recruiting boon for organised criminal groups. “Criminal
organisations have plenty of money and people could end up working
for them, and once that starts, they won’t go back,” said Giovanni
Orsina, a politics professor at Luiss University in Rome.
It’s also important to note that often this affects the wider market,
whether through extortion, collusion, or money lending: many
organised criminal organisations now work in the ‘grey’ market,
providing unregulated support such as labour and debt to l
egitimate businesses.

rates of violent crime are causally related to corresponding changes in
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The graph above, from Richard Rosenfeld’s 2009 paper ‘Crime is the Problem: Homicide, Acquisitive Crime, and

crime in the United States

Economic Conditions’ in the Journal of Quantitative Criminology, shows the close link between ‘acquisitive crimes’
(such as robbery) and homicide between 1970 and 2005. We’ve already outlined how poor economic conditions
increase rates of acquisitive crimes like robbery.
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Fraud, cybercrime and extortion

For some companies, internal theft is also likely going to become a

We’ve already outlined how fraud, with a specific COVID-19 focus,

stock or information that are in high demand during the pandemic.

is becoming more prevalent as societies are fighting the pandemic.
This trend is likely to continue even after quarantine and social
distancing measures ease. Europol’s warning is clear: “The emergence
of new fraud schemes and a further increase in the number of victims
targeted can be expected. Even when the current crisis ends, criminals
are likely to adapt fraud schemes in order to exploit the postpandemic situation.” An EU member state investigation discovered
a single company had been defrauded out of EUR 6.6 million by an
overseas fraud group while attempting to buy hand sanitiser gels and
other equipment from Singapore. A similar scenario left another EU
firm at least EUR 300,000 out of pocket.
In the longer term, desperation on the part of individuals could
lead to a significant increase in fraud against their employers. Even
if a person retains their job throughout the pandemic period, the
likelihood that family members have experienced layoffs and furloughs
is significantly heightened - potentially putting many families in a
dire financial position. This will likely become a key motivation for
internal fraud, particularly if extended social distancing measures
mean that compliance controls and oversight are harder for firms to
implement as their workforce transitions to remote working for many
months, or even years.
The UK agency responsible for receiving and triaging fraud reports,
Action Fraud, have received over 100 reports of fraud in the seven
weeks from the beginning of March. The City of London police have
received over 200 reports of virus-themed scam attempts alone.

significant issue - particularly for those firms that hold significant
The UK was the home of one of the first confirmed international
COVID-19 scams, where Frank Ludlow, 59, was caught sending
fake ‘test kits’ to the United States from his home in Sussex. The
kits contained dangerous and hard to come by chemicals possibly
procured from insiders on the black market.
Extortion attempts against legitimate businesses are also likely to
increase as organised criminal groups take advantage of the increase
in the underground market - a normal result of most economic
downturns. Considering the scale of the potential downturn, which
has the potential to be larger than any recession since the Great
Depression of the 1930s, this risk is likely to be significant.
The reduction in overall economic activity during the lockdown and
quarantine period will also potentially result in an initial spike of
extortion and ransom activity as criminal groups seek to make up
their losses from the preceding months.
International cybersecurity firm Sophos identified in March 2020 an
online extortion tactic being utilised by cybercriminals: taking stolen
passwords and convincing recipients that the hackers knew everything
about them, and subsequently demanding money not to ‘infect their
family with COVID-19’. Although most would understand that such
a threat is far-fetched in the cyber domain, any copycat tactics by
organised criminal groups are likely to be much more threatening
for the purposes of extortion. It’s yet to be seen whether such groups
would stoop to this level, and the appearance of such threats against
businesses will likely rest on the perceived effectiveness of the tactic by
criminal groups balanced against the likelihood of getting caught (see
the ‘Police and judicial system deterioration’ section).
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Prison release programmes

In the United Kingdom, the Home Office and Ministry of Justice

James Q. Wilson, a former professor of public administration and

prisoners. The initiative was temporarily suspended on 18 April

political science at Harvard and the University of California Los
Angeles, has previously stated that, “I think that William Spelman
and Steven Levitt have it right in believing that greater incarceration
can explain one-quarter or more of the crime decline. Yes, many
thoughtful observers think that we put too many offenders in prison
for too long. For some criminals, such as low-level drug dealers and
former inmates returned to prison for parole violations, that may be
so. But it’s true nevertheless that when prisoners are kept off the street,
they can attack only one another, not you or your family.”
A number of economists have suggested that overall crime did not
increase after the Great Recession in 2008 in the United States as so
many people were already in prison. In the short term, COVID-19
is changing that dynamic: fears over the rapid spread of COVID-19
in crowded prisons has led a number of countries to begin and
pursue early release programmes. In Iran, 54,000 prisoners ended
up being released to halt the spread - over 10,000 are being released
in Afghanistan, Colombia, and Turkey. Thousands have escaped
worldwide to avoid being infected, including 2,100 inmates in
Thailand who needed to be recaptured.

have begun pursuing an early release programme for ‘low risk’
after 6 prisoners were accidentally released, and needed to be asked
to come back to prison. It’s likely that this programme will continue
once stronger controls are put in place. In the United States, Attorney
General William Barr has announced that he is considering releasing
around 2,000 prisoners over 60 who have not committed violent
crimes. Inmates have been released at the state level in Arizona,
California, Illinois, and New York. As the pandemic continues to
sweep across the US, it’s highly likely that additional inmate releases
will take place.
The imperative to protect inmates from COVID-19 is clear, and
releases are an obvious remedy: however, it is possible that this will
have a short to medium term impact on crime rates. Prison riots
have also become more common, including in the developed world,
posing a risk to nearby communities if there is an increase in escape
attempts. A recent survey by Harvard Kennedy School, Harvard Law
School, and the National Commission on Correctional Healthcare
also identified that communities close to prisons are more likely to be
exposed to COVID-19 infection - particularly as correctional officers
normally live close to their place of work.
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Deterioration of the police and judicial system

Even at low infection rates, some departments are also suffering from

We’ve outlined how the COVID-19 pandemic will likely affect

headed their homicide team: a civilian dispatch officer succumbed to

patterns of criminality - but how well is the police and judicial system
prepared to deal with it?

significant losses. Detroit PD recently lost Captain James Parnell, who
the virus a few days prior. Agency leadership are often longer in their
career, and older, making them more susceptible to the virus: this

In both the United Kingdom and United States, police officers are

threat to the chain of command within law enforcement units could

at the front line of dealing with suspected COVID-19 cases. It has

pose a significant risk to overall morale, and in so doing, reduce crime

been reported that at any one time, London’s Metropolitan Police are

fighting effectiveness.

dealing with between a 10% and 40% absentee rate due to those who

Many police departments across the UK and North America are

are sick, infected with COVID-19, or self isolating as per government
guidelines. This is clearly putting a huge strain on the ability to keep
the peace, and very few proactive investigations are being pursued.
The situation is similar in the United States: the graph below shows
the total number of COVID-19 infected officers for the worst hit
police departments in the country according to the Associated Press as
of the beginning of April.

also attempting to limit their exposure to the virus by issuing tickets
and summons in lieu of arresting suspects. “Nobody wants to get
into a car with somebody breathing all over you if you don’t got to,”
Sergeant Michael Jackson of the Detroit Police Department told the
LA Times. In the medium term, this attempt to reduce exposure to
the virus could reduce the ability for police forces to enforce the law as
the populace begin to emerge from quarantine while the virus is still

This data tells us two things: in an epicentre of the pandemic, the

present in the community.

local police force becomes overwhelmed very quickly with cases,

The judicial systems in both the UK and US are also making

which can spread across units working closely together in close

changes to maximise police resources for other tasks. The UK’s

quarters. It also tells us that many US police departments are
nowhere close to hitting their worst case scenarios, and have a long
way to go before an agency reaches ‘herd immunity’ status within
the community (which is inevitable, as agencies are rightly not able
to practice effective social distancing measures). This is likely to
significantly affect their ability to combat serious crime until the
pandemic has come to a complete close, either through a vaccine or
some other method.

Crown Prosecution Service (CPS) released interim guidance to
inform charging decisions in light of COVID-19, and deprioritised
all non-urgent cases. The definition of non-urgent included fraud,
major organised crime, and assault: mainly because these crime types
require the most investigation and criminal disclosure activity, which
would lead to a “clogging up” of the court system according to the
CPS. These crime types are also mostly ones which disproportionately
affect businesses rather than individuals. This reduced response to
criminality, both at the arrest stage and charging stage, will almost
certainly continue for a significant period.

Agency

Tested positive for COVID-19

New York City Police Department

512

Detroit PD

39

Nassau County (Long Island) PD

33

Chicago

19

Los Angeles Police Department

15

Suffolk County (Long Island) PD

13

Boston

8

Harris County, Texas

5

New Orleans

5

Connecticut State Police

4

Total number of COVID-19 infected officers for the worst hit police departments in the the US according to the Associated Press as of the
beginning of April 2020.

18

All information has been provided by AnotherDay, a strategic defence and security consultancy.

Timeframes of these expected effects

Richard Rosenfeld, who we cited earlier, assesses that “every recession

The potential changes in the number of crimes and their type have

and, in particular, property crime and robbery, which would be most

already begun, but the most significant effects are likely to be based
on the economic situation - meaning we’ll almost certainly see a delay
before their full impact is felt.
The UNODC report on the link between crime and the 2008 Great
Recession said that, “Where an association between one or more
economic variables and crime outcomes were identified by statistical
modelling, the model frequently indicated a lag time between changes
in the economic variable and resultant impact on crime levels.
The average lag time in the contexts examined was around four
and half months.”

All information has been provided by AnotherDay, a strategic defence and security consultancy.

since the late 1950s has been associated with an increase in crime
responsive to changes in economic conditions.” “Typically,” he says,
“there is a year lag between changes in the economy and change in
crime rates.”
These two studies provide us with a bracket to expect effects on crime
to be felt: between 4.5 months and 12 months. This will also largely
depend on when the most significant economic impacts come to pass,
for example, whether the ‘trough’ of economic contraction in the
UK and North America has already come to pass as of April 2020 or whether we have a number of months to go before reaching
the bottom.
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05. JIHADIST GROUPS IN THE WEST
Al Qaeda
On 31 March 2020, Al-Qaeda released its longest statement in years.
The six-page spread (we’ve included a screenshot to the right) not
only displays their deep understanding of the social, political and
economic consequences and complexities of the pandemic, but also
emphasises their ability to leverage these to their advantage.
As to be expected, Al-Qaeda called on members and supporters
to carry out sustained jihadist attacks while security forces were
distracted by COVID-19. It also highlights a pivot from their historic

Excerpt of Al-Qaeda’s Ibnat al-Islam (women’s magazine),
claiming that COVID-19 is a consipiracy or sent from hell,
released on 5 April 2020.

mission of imposing economic war, as they have judged that the
pandemic has completed this objective for them.
In an even more novel move, they also invited non-Muslims to utilize
their time in quarantine to look to their cause - suggesting that these
groups are likely to use extended periods of self isolation, away from
other moderating influences, to radicalise new members.

Screenshot of the first page of Al-Qaeda senior leadership
(AQSL) statement, The Way Forward, published on
31 March 2020.
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Al Shabaab

Islamic State

Until 31 March, Al-Shabaab was the most active branch of Al-Qaeda

Throughout the past six years the Islamic State (IS) and its followers

with regards to commentary on COVID-19. The Africa-based terror

have remained topical and fixated on manipulating current affairs to

organisation has declared that the outbreak came as a result of

aid their propaganda. As a result, from early February there has been

“God’s wrath; a punishment to non-Muslims and a test to Muslims”.

a steady uptick in messaging on the pandemic. IS has, however, been

According to the pro Al-Shabaab media outlet, Somali Memo, the

conveying conflicting messages to its followers on whether to exploit

pandemic is a blessing in disguise for the group, as it has temporarily

the pandemic or abdicate from it. In the second week of March, the

halted US drone attacks on Al-Shabaab targets in east Africa.

organisation advised followers in its weekly edition of their al-Naba

The group’s core behaviour is slightly different to how others have
approached the COVID-19 crisis. Al-Shabaab have advised followers

newsletter to “stay away from the land of the epidemic”, which is
designates as Europe, for the time being.

to, “take caution against the infectious diseases that are now on the

This edition of al-Naba also included an infographic on COVID-19.

increase across the world, such as COVID-19 and HIV, whose spread

IS continued that COVID-19 is only contagious “by the will of Allah”

is contributed to by the crusaders”. However, in late March 2020, the

but suggests a common-sense approach such as covering ones mouth/

group held a five-day long summit, with reportedly over 100 officials

nose when yawning or sneezing, as well as washing hands frequently.

and members in attendance in an unidentified area in Somalia, where
photographs released show no social distancing was enforced (below).

However, in an apparent reversal, al-Naba magazine edition 226
released at the end of March asserted that “crusader nations are busy
with internal security, and are facing economic catastrophe”, and
thus tells fighters to “exploit the opportunities created by COVID-19
pandemic, by attacking disbelievers and by freeing prisoners.” This is
a key differentiator between Al-Qaeda, including its affiliates, and IS,
as the latter remains fixated on the core principles of jihadism.
As the virus now has a foothold in Africa, where the group remains
very active in various forms, it is likely that the organisation will
become increasingly vocal and instructive to followers about how
they should act to prevent the pandemic from reducing IS’ affiliates’
ability to conduct insurgencies against regional security forces: this
is particularly true where fighters are operating away from hospitals

Social media sourced photo of the Al-Shabaab
summit on 31 March 2020.

All information has been provided by AnotherDay, a strategic defence and security consultancy.

such as in northern Nigeria, Chad, and Niger.

21

06. FAR RIGHT EXTREMISM
To an extent, the response by the upper echelons of Islamist

In California, a rail engineer- named as Eduardo Moreno, 44 -

organisations was to be expected, though far-right actors have

derailed a freight train in an attempt to damage the USNS Mercy, a

also been increasingly creative in both their modus operandi and

1,000-bed hospital ship, in a naval yard in Los Angeles. Moreno stated

target locations. This is particularly true in the United States, where

that he wanted to ‘wake people up’, and was apparently motivated

narratives that the COVID-19 has been ‘manufactured’ by anti-

by his belief that the vessel was part of a government plot. The ship

Trump media outlets, and that the virus is being used as a cover for

is currently being used to treat severe COVID-19 patients. Although

government takeover, is gaining increasing traction.

the attempted attack did no damage, as the train came to rest 250

Deliberate spreading of the virus
As stated by the Federal Bureau of Investigation (FBI) in New York
in late March, “members of extremist groups are encouraging one

yards away from the vessel, a fuel spill required a hazardous materials
cleanup operation disrupting access for patients.

Lockdowns intensifying communal tensions

another to spread the virus, if contracted, through bodily fluids and

Police in Lakewood, NJ, arrested 43-year-old Anthony Lodespoto

personal interactions.” According to intelligence collected by US

for making a ‘bias terroristic threat’ over Facebook Messenger aimed

agencies, the idea is to spread the contagion by using spray bottles

at the Jewish Orthodox community in the town of Howell. The

containing an infected individual’s bodily fluids, to target “police

threat included claims that Lodespoto would travel to Howell ‘with

officers and Jews”, by going to “any place they may be congregated, to

a baseball bat’ to assault members of the Jewish community for not

include markets, political offices, businesses and places of worship.”

complying with the state-wide lockdown. Similar threats were also

Potential attacks on hospitals

communicated to the office of the Governor of New Jersey.

On 24 March, an attack on a hospital in Belton, Missouri, was
thwarted by law enforcement agencies. The man, identified as
36-year-old Timothy R Wilson, was killed during a shootout with FBI
agents. Wilson had previously expressed racist and anti-government
sentiments. According to authorities, he had mulled over several
different target locations, including a school and a synagogue, before
settling on the targeting of a healthcare facility that is providing
critical medical care to COVID-19 patients to harm as many people
as possible. The week prior to the plot being thwarted, Belton’s
mayor issued a stay-at-home order for its residents. Authorities said
the plotter had said he felt compelled to act because of the mayor’s
order and intended to use a car bomb to cause mass casualties at the
hospital. Wilson was affiliated with two neo-Nazi organisations.

Timothy Wilson was
arrested in Belton, MO.
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“The week prior to the plot being thwarted, Belton’s
mayor issued a stay-at-home order for its residents.
Authorities said the plotter had said he felt compelled
to act because of the mayor’s order and intended to use
a car bomb to cause mass casualties at the hospital.
Wilson was affiliated with two neo-Nazi organisations.”

All information has been provided by AnotherDay, a strategic defence and security consultancy.
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07. I NSURGENT GROUPS IN CONFLICT ZONES
The impact COVID-19 has had on current conflict zones and non-conflict
zones varies globally. While both Al-Qaeda and IS, along with their
respective affiliates, can be designated as insurgent groups, this section is
dedicated to those with a specific geographical remit.

Global ceasefire
In late March, UN Secretary General, Antonio Guterres, called
on militant groups around the world to cease fighting so that both
governments and insurgents could be instrumental in bringing an
end to the pandemic. Various armed groups have observed the
announcement and now laid down their weapons in compliance
with the United Nations.

Colombia
The ‘National Liberation Army’,
better known as the ELN, the country’s
largest remaining leftist guerrilla
force, announced a unilateral ceasefire
throughout April. This is has resulted
in a reported 73.4% decrease in
battles between government forces and
insurgent groups between 1 March and
11 April 2020.

North Africa and the Sahel
Meanwhile, for other groups the existence of a global pandemic only
compounds their motivations. In West Africa, there have been reports
that jihadi groups, including Jamaat Nasr al-Islam wal Muslimin (JNIM)
and the Islamic State in the Greater Sahara (ISGS), are increasingly
being lured by the monetary incentives and prestige associated with
advancing into neighbouring countries, putting Togo, Ghana and Benin
under increased risk of encroachment from these groups.
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The Philippines
In the Philippines, communist guerrillas
known as the ‘New People’s Army’
were ordered to stop assaults against the
government by their chain of command
and instead shift to a defensive position,
effectively pressing pause on a decades-long
conflict that has killed over 40,000 people.

Saudi Arabia and Yemen
On 12 April, Houthi rebels in Yemen rejected a two-week ceasefire agreement with
the Saudi coalition. Houthi tactics in the short term are unlikely to change. Short
and medium-range-ballistic missile launches, as well as drone attacks, will likely
continue against coalition forces and cities in southern Saudi Arabia. There is the
possibility that militants will be increasingly bold in their targeting, as highlighted
by group’s targeting of the Saudi capital Riyadh last month. The threat of Iranianbacked militant groups attacking advantage of the current situation to target oil
infrastructure also remains.

All information has been provided by AnotherDay, a strategic defence and security consultancy.
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